
Privacy Policy

This privacy policy ("Policy") will help you understand how Quest ("us", "we", "our") uses and

protects the data you provide to us when you visit and use https://www.naetion.xyz/ or the Quest
app.

We reserve the right to change this policy at any given time, of which you will be promptly
updated. If you want to make sure that you are up to date with the latest changes, we advise you
to frequently visit this page. You will also be receiving emails about updates to this privacy policy.
By using our platform, either the website or the application, you consent and agree to this privacy
policy.

If you do not consent nor agree to this privacy policy, refrain from using our services.

What User Data We Collect

When you use our app, we may collect the following data.

Customer profile

● Contact information such as full name, phone number, and email address.
● Date of birth

● Address(s)

● Profile picture

● Credit card information

● User-generated content

Freelancer profile

● Contact information such as full name, phone number, and email address
● Profile type - business or individual

● Date of birth

● Address

● User-generated content (description, photos and videos)

● Profile picture

● EU citizenship status

● Service offerings

● Prices - hourly or fixed

● Work schedule and working area

● IBAN - International bank account number

● Bank account holder name
● CVR (only applicable for business accounts)



● Business name (only applicable for business accounts)

When you visit the website, we may collect the following data:

● Cookies; essential, marketing, analytical and statistical. (read more in Cookie Policy)

However, the cookies we receive from your interaction with our platform are not related to any
specific type of user and cannot be used to personally identify someone.

Why We Collect Your Data

We are collecting your data for several reasons:

● Profile creation
● To ensure authentic and real profiles
● To send you promotional emails containing the information we think you will find

interesting
● Using the provided addresses, Quest measures the distances between customers and

freelancers
● Work radius is used to allow freelancers to specify the areas they wish to provide their

services
● Using your citizenship status, Quest can determine whether you are eligible to work on the

platform
● To customize our website according to your online behavior and personal

preferences
● Account Support
● Assistance with Order Facilitation
● Market research
● Payment transactions and payouts
● Third party marketing
● To send SMS notification reminders

How we collect your data

Your personal data is collected via our registration process, where you fill out registration details
on our app. Furthermore, we also gain additional information when you upload certain files onto
our platform such as photos, meaning you also create data we process such as user-generated
content. We do not process any type of personal data without the user’s consent or without any
lawful basis. Furthermore, we also collect email-address and further personal information via our
newsletters and landing pages for lead generation processes.



Justifications for data processing activities

Quest ensures that the collection and use of your personal data will be justified by one of the
lawful bases for processing, processing will be justified by;

● You have provided us with your consent to use your personal information for specific
purposes.

● The use and processing of your personal information is necessary for the completion of
service/contracts on our platform.

● The processing of personal information is required to comply with our regulatory
obligations (fraud prevention) and with Danish law (work permit).

● The processing is essential for our legitimate interests in relation to our business and the
service we offer.

Safeguarding and Securing the Data

Quest is committed to securing your data and keeping it confidential. Quest has done all in its
power to prevent data theft, unauthorized access, and disclosure by implementing the latest
technologies and software, which help us safeguard all the information we collect online. All user
information is accessed over HTTPS protocol which ensures the data is securely encrypted and
transferred between server and client. Our database containing the collected user data can only be
accessed by our server IP where relevant API’s are hosted. Furthermore, all users with AWS access
must use two-factor authentification to log in to their accounts. Finally, a combination of logs and
alerts have been created, giving us an overview of any issues occurring, whilst also instantly
alerting us of any problems.

How long do we store your information?

We only retain personal information for as long as our processing requires it, unless otherwise
required by law. If you believe that it is no longer necessary, then you may contact us and we’ll
respond to your request within a month. All the information we collect is required for our services
to keep running, however, users will be able to edit their personal information themselves. Any
device information such as IP address and visitor identifier is not stored, as this is completely
anonymous and has no connection to the user. Users have the right to be forgotten. This means
that you can send us an email to our hello@naetion.xyz email address requesting that your account
information must be deleted so that you can be assured that we no longer process your personal
data.

Our Cookie Policy

Our website uses cookies. We use cookies to personalize content and ads, provide social media



features, and analyze our traffic. We also share information about your use of our site with our
social media, advertising and analytics partners who may combine it with other information that
you’ve provided to them or that they’ve collected from your use of their services. Cookies are
small text files that can be used by websites to make a user's experience more efficient. The law
states that we can store cookies on your device if they are strictly necessary for the operation of
this site. For all other types of cookies, we need your permission. This site uses different types of
cookies. Some cookies are placed by third-party services that appear on our pages. You can at any
time change or withdraw your consent from the Cookie Declaration on our website.

Links to Other Websites

Our website and application contain links that lead to other websites, for example, our social
media pages. If you click on these links Quest is not held responsible for your data and privacy
protection. Visiting those websites is not governed by this privacy policy agreement. Make sure to
read the privacy policy documentation of the website you visit.

Restricting the Collection of your Personal Data

If you wish to restrict the use and collection of your personal data, you could restrict data by doing
the following:

During registration, customers will not need to upload a profile picture if they do not wish to do
so. Quest will not lease, sell or distribute your personal information to any third parties unless we
have your permission. We might do so if the law forces us or if a user conducts illegal activity on
Quest.

Third-Party Data Processors

We operate with third parties to ensure that our business can operate functionally. We also
provide your personal data to third parties, only to enable us to operate and provide our service to
you.

● We share your information with third-party providers to help enable communication
between users on our platform and customer support.

● We share your information with third-party cloud services that offer platform hosting and
data deposits.

● We share your information with third parties for contact information verification purposes.

● We also share your information with third-party marketing communication, to improve and
personalize our marketing content.

● Your information is also shared with a third party for the purpose of payment transactions
and payment infrastructure.



● We share your information with third parties, in terms of marketing profiling and retargeting.
Furthermore, we also use third party services to track and analyse our app usage data.

Where we store your data

The personal data we have received from you will be stored and processed by a third party whose
data storage is located in and governed by the European Economic Area. We will take all the
precautions to ensure that your data is secure and in accordance with GDPR. Our servers are
located in Frankfurt, although we do share information with third parties who are outside of the EU.
We have implemented measures to protect your personal information by using the European
Commission’s Standard Contractual Clauses for transfers of personal information between us and
our third-party partners. This ensures processes to protect your data in accordance with the
European data laws and protections.

If you’re interested in learning more about how your data is stored, you can visit AWS’s website;

https://aws.amazon.com/what-is-aws/?nc1=f_cc

User Rights - GDPR

Due to GDPR regulations, you have the following rights in relation to your personal information;

● The right to access- you may ask for a copy of all the personal information we hold on you.
Request your personal information by going to “profile” and selecting “account settings.”
Here you will be able to see “request your data” where you will be prompted to your email
where you can send us an email regarding your data request.

● The right to be forgotten - you may ask for the deletion of your personal information on our
platform if you withdraw your consent, believe the processing of your personal
information is no longer necessary, we fail to show a legitimate ground for processing your
data or if you believe we are unlawfully processing your data. Your right to be forgotten
can be triggered by sending us a data deletion request to our hello@naetion.xyz email
address.

● The right of rectification - you are entitled to accurate personal information in our
databases. You may therefore rectify incorrect personal information. You are able to edit
your personal data yourself via “personal information” or under “freelancer profile details”
found again under “profile”.

● The right to restrict processing - users have the right to request the restriction or
suppression of their data. We fulfill this right by either suspending or deleting the user’s
profile so that the data is no longer visible or processed on Quest.

● The right to portability - users will be able to receive a copy of their personal data and ask
to share the data with another data controller. Users can achieve this by going under
“profile” and selecting ”request your data” under “account settings.” This will alert us to
compile your personal data to either be sent to you or to another data controller.



● Right of objection - you have the right to object to one of our lawful processing of your
personal data. Just contact us at our hello@naetion.xyz email.

● Rights in relation to automatic decision making - You have the right not to be the subject of
an automatic decision based solely on automatic processing, including profiling. The right
is however not valid if you have given your consent.

Read more about your rights in relation to GDPR at:

https://ec.europa.eu/info/law/law-topic/data-protection/reform/rights-citizens_en

Children under the age of 16

Children under the age of 16 should not provide any personal information to us, we will refrain
from knowingly collecting personal data from minors. We’ve integrated the function to reject any
accounts created by individuals under the age of 16. We are however not responsible for age
fabrication. If we learn that we have collected personal data from children under the age of 16, we
will delete their personal data.

Immigration Laws

If you are a citizen of a country outside of the European Economic Area which includes
Switzerland and the Nordic countries, we may ask you to provide us with a work permit. This is
necessary as we must know if you are eligible for work in Denmark. If you are a citizen of the
European Economic Area (including Switzerland) and/or the Nordic countries, you are eligible to
work without a work permit in Denmark as you are self-employed. By signing up to our platform,
you agree to comply by sharing a work permit, if requested.

Payments - Stripe

Quest uses a payment gateway within the application to allow users to pay for services. We use a
third party for the facilitation of payment transactions. Quest does not store or collect any
payment information such as credit card information or bank account information, this type of
information is strictly collected by our third-party partner. The processing of this type of user
information is therefore governed by their privacy policy. Our third party payment processor also
follows the PCI-DSS standards which establish safe and secure handling of your payment
information.

The payment processor we work with;

Stripe: Their privacy policy can be viewed at https://stripe.com/en-gb-dk/privacy



Updating your personal information

If you believe we have personal information that might be incorrect or inaccurate, you can alter
your personal information via your account profile settings. If you have issues correcting your
personal information, then you should contact us.

Contact Us

In order for you to maintain and exercise your rights under GDPR, you may contact us with any
requests at hello@naetion.xyz.


